Abstract-Most of the proposed localisation algorithms studied the problem of location discovery in a non-adversarial environment. Although these types of algorithm are vulnerable to several types of security attack, less work has been done to implement secure localisation algorithms that are able to work in a hostile environment. An attacker could compromise, or masquerade as, a beacon node and send incorrect location information. Localisation in a hostile environment is a critical problem in wireless sensor networks (WSNs) because compromising the localisation system could disturb and subvert the entire functioning of the WSN. In this paper we investigate the security of recently proposed localisation algorithm, called ALWadHA, which enables nodes to live with the malicious reference nodes without disturbing the location estimation.
INTRODUCTION
Localisation systems play a key role in wireless sensor networks (WSNs), because in addition to locating events they could be used as the base for routing, density control, tracking and other services and protocols. This role makes the localisation system a target of attackers. An attacker that compromises the localisation system could disturb the entire functioning of WSN and lead to incorrect plans and decisions. Therefore, WSNs require a secure localisation algorithm, which not only solves the problem of localisation, but should also be resistant to the presence of fraudulent, malicious and/or compromised nodes.
One approach that has been followed by localisation algorithms is to use special nodes called "beacons", which know their location (e.g. through a GPS receiver or manual configuration). The other nodes that do not know their location, sometimes referred to as "unknowns", use different techniques to compute their own position based on the location information of the beacons and the measured distance to these beacons. The term "reference nodes" or simply "references" will be used in this paper to refer to the sensor nodes which are willing to help other nodes to estimate their position. Therefore, the reference set includes beacons and knowns (i.e. unknowns which have obtained their position) which are willing to act as a reference for other unknowns.
Localisation systems consist of three main components: distance/angle estimation, position estimation and localisation algorithm. These components are strongly dependent on one another. Malfunctioning in any of these components could affect the entire localisation system, and lead to incorrect estimation. Because of the strong relationship between them, any of these components can be targeted by an attack on a localisation system, making these systems very fragile and hard to secure [1] . Different approaches can be used for distance/angle estimation, such as directional antennas, RF fingerprinting (communication neighbour authentication), connectivity (in range) and distance bounding. Practically, these approaches use several techniques, including receive signal strength, time of arrival, time difference of arrival, angle of arrival, round trip time and hop-count based ones. The authors of [2] investigate the security aspects of these different approaches and techniques.
In addition to the distance estimations of at least three references, the node also needs to know the location of these references in order to estimate its position. An attack on the distance estimation can indirectly affect the position computation. However, some attacks can affect this component directly by advertising incorrect information about the compromised node's location. As illustrated in Fig. 1 , an attacker may provide incorrect location information by either pretending to be an honest reference node or compromising beacon nodes. In both types of attack, unknown nodes which received the incorrect location information will determine their locations incorrectly. The second type of attack is more difficult to achieve than the first one, since an attacker would have to be able to compromise a beacon node first to perform the second attack, while in the first type an attacker can directly advertise the incorrect location information, pretending to be an honest reference node. In this paper we investigate the security of ALWadHA (An efficient Localisation algorithm for Wireless ad hoc sensor networks with High Accuracy) algorithm [3] (Section III). ALWadHA algorithm does not rely only on using a secure distance bounding protocol but also it uses a robust position computation component that tolerates the existence of malicious nodes. The simulation results (Section IV) prove that the ALWadHA algorithm is able to work on an adversarial environment.
II. RELATED WORK
Secure localisation algorithms use several techniques to deal with the security problems of location discovery in WSNs. The main techniques used are cryptography, detecting and blocking compromised nodes, making statistical decisions or filtering the positions used in computations [1] .
Cryptography does not solve all the security problems of a localisation system. However, it can be used as a second line of defence, where additional security techniques should be used to protect localisation systems [4] [5] [6] .
The second technique for securing localisation systems is to detect and block malicious nodes. In this technique the node tries to detect malicious nodes and then does not use their location information to compute its position. Several methods are used to detect malicious nodes such as [7, 8] .
Implementing a robust position computation component is another technique that can be used to deal with malicious nodes. This technique enables the nodes to estimate their position with acceptable accuracy even in the presence of malicious nodes. This technique is based on using statistical and outlier filtering methods to deal with malicious nodes. [9, 10] proposed localisation algorithms that based on this technique.
Localisation verification technique can be used only to verify the location estimation results from the overall localisation system, thus it can enhance the security level of the three localisation system components. The verification can be done by a central node [11] , a small number of trusted nodes [12] or by all the nodes [13] .
III. ALWADHA ALGORITHM An ALWadHA algorithm was developed to enhance the accuracy and the security of position estimation. The idea is to select those references that are willing to help other nodes estimate their position. Based on this method, the node will only select those references that could contribute most to an accurate position estimate, and will eliminate irrelevant references from participating in the final position estimate. Irrelevant references include the ones with large measurement error and/or the references that intentionally aiming to undermine the localisation process (e.g. .malicious references).
The ALWadHA localisation algorithm consists of four phases, as shown in TABLE I. In the first phase, the node collects information from nearby references. In the second phase, the node selects a subset of references to estimate its initial position. In the third phase, the node checks the possibility of improving the current position. In the final phase, the node decides if it will accept this position, and if the accepted position can be considered as a final estimate. TABLE I. ALWADHA ALGORITHM
Initialisation
If (final = true) then exit Broadcast "location request" messages Receive "location response" messages from neighbouring references (Ri)
Initial position estimation Select a subset of references Si from Ri Measure distance to the references in Si
Apply MMSE to determine an initial position
Estimate refined position i ẑ as shown in 2 else
Position update
C( ) is the cardinality, MMSE=minimum mean square estimate, Dacc=degree of accuracy, Tacc=accuracy target.
In this paper, the focus will be on phase three and the technique used by ALWadHA algorithm to exclude malicious references from participating in the localisation process. In this phase the node enhances the accuracy of position estimation by considering the distance error, where references with high distance error are eliminated from the reference list This technique is used to eliminate those references with a high distance error. On the other hand, it could be used to eliminate malicious nodes from the selected subset of references. The compromised nodes provide incorrect location information to mislead other nodes; however; pretending to be in an incorrect location increases the difference between the measured and estimated distance, which makes it easy to be detected by the technique used in phase three, and as a result these malicious nodes will not participate in the localisation process. In fact, the goal of the ALWadHA algorithm is not to detect these malicious nodes; rather it is to enable nodes to live with them without disturbing the location estimation.
To understand how this technique exactly works, let us consider the simple scenario shown in Fig. 2 . In addition to the unknown node n i there are two reference nodes; an honest reference node r k and malicious node r j . For the honest reference node the measured distance and k i z z0  can be represented as follows: In the second case, the malicious node r j pretend to be in location 
malicious is the difference between the actual distance and the distance to the pretended location. d malicious does not affect the measured distance as shown in (5) because this distance is measured to the node in its actual location. Using (1), the estimated distance error will be (7), one can notice that if the malicious node tries to pretend that it's in a location that far from its actual location, then the value of d malicious will be high. This makes it easy to eliminate such kind of malicious node from participating in location discovery process. 
IV. PERFORMANCE COMPARISON
This section evaluates the resistance of the ALWadHA algorithm against two types of attack; dishonest reference nodes and compromised beacon nodes. In both types the attacker provides an incorrect location reference to mislead other nodes, which could determine their location incorrectly. The performance of the localisation algorithm is evaluated based on two metrics, firstly location error created by malicious nodes, and secondly the number of malicious nodes in the network.
The Network Simulator (NS-2) was extended to simulate localisation systems in WSN [14] [15] [16] . This extension was used to implement ALWadHA algorithm. Five other localisation algorithms have been used for the performance comparison. Two algorithms based on the basic multilateration method were implemented. The first one is based on the single-estimation approach (called Single), where the node estimates its position 978-1-4673-5943-6/13/$31.00 ©2013 IEEE only once. The second one is implemented based on the successive refinement approach (called Successive), where the node keeps re-estimating its position. The other algorithms are: Nearest [17] ; CRLB (Cramer-Rao-Lower-Bound) [18] ; NDBL (node distribution-based localisation) [19] . 12 beacons and 64 unknowns were distributed randomly in a 200m x 200m field.
A. Dishonest Reference Nodes
Four malicious nodes were distributed randomly in the network. These malicious nodes pretended to be honest references and sent incorrect location references. The error of their location was generated randomly, using a normal random variant with a mean of 0.1% of the real location and a standard deviation changed from 1% to 50% of the real location. The mean error of location estimation is recorded at the end of the run time as a percentage of transmission range (r tx ). Fig. 3 shows that increasing the erroneousness of the malicious nodes' location dramatically increases the mean error of estimated location in all algorithms except ALWadHA. The maximum mean error of the ALWadHA algorithm is equal to 4.76% of the transmission range, which occurs when the standard deviation is equal to 20% of the malicious nodes' location (L malicious ). Increasing the standard deviation reduces the mean error gradually till it reaches 3.51% at the standard deviation of 50% of L malicious . The reason for this improvement is that increasing the erroneousness of the malicious nodes' advertised location also increases the difference between the measured and the estimated distance, and so the technique used in phase three detects these nodes and eliminates them from the selected subset. In the second experiment, the standard deviation was fixed to 50% of L malicious and the number of malicious references was changed from 0 to 16, where four extra malicious nodes added each time. Note that the number of beacon nodes used in the network is only 12. Fig. 4 shows that directly after adding the first 4 malicious nodes the mean error increase dramatically for all the algorithms except for ALWadHA algorithm. ALWadHA outperforms other localisation algorithms and still achieves good accuracy of location estimation in spite of the increase in the number of malicious references. The mean error of location estimation of the ALWadHA algorithm in the presence of 16 malicious references is equal to 7.72% of the transmission range, which is much lower than that of the other localisation algorithms. Similar to ALWadHA, the NDBL algorithm is designed to work in noisy environment. Therefore, it is also less affected by dishonest references compared with other algorithms (except ALWadHA). However, the mean error of location estimation still high due to the algorithm itself. The results show that even in the absence of the dishonest references, the mean error of the NDBL algorithm is 27.71% of the transmission range. 
B. Compromised Beacon Nodes
The second type of attack that can be conducted by an attacker is by compromising beacon nodes. As mentioned early, this attack is more difficult to achieve than the first one. To investigate this type of attack the previous two experiments were repeated using compromised beacon nodes. From Fig. 5 and Fig. 6 , one can notice that for those algorithms that do not distinguish between the beacon nodes and other references (i.e. Nearest, CRLB, Single and Successive algorithms), the mean error is the same as in the first two experiments. Therefore, an attacker can simply perform the first attack to achieve the same result. On the other hand, for the algorithms that distinguish between beacons and other references (i.e. ALWadHA and NDBL), the mean error of location estimation is higher in the second attack. In the last two experiments, the mean error of location estimation using ALWadHA is much less than that achieved by the other localisation algorithms. For example, Fig. 6 shows that, in spite of there being 16 compromised beacons, which outnumber the existing benign beacons, the mean error of location estimation using ALWadHA algorithm is only 15.39% of the transmission range, while for NDBL, Successive, Single, CRLB, Nearest it is 71.51%, 75.95%, 102.58%, 126.47% and 130.30% of the transmission range respectively.
V. CONCLUSION
This paper investigates the security of ALWadHA algorithm which uses a robust position computation technique that tolerates the existence of malicious nodes. The attack resistance of the ALWadHA algorithm was investigated simulating two types of attack. In the first type an attacker pretended to be an honest reference node, while in the second type an attacker compromised a beacon node. In both types of attack, the attacker sent incorrect location information to neighbouring nodes to mislead them in their location estimations. Simulation results showed that ALWadHA is able to determine the location of nodes where malicious nodes exist without undermining accuracy. Moreover, increasing the advertised location erroneousness of these malicious nodes makes it easier to detect these nodes and prevent them from taking part in the position computation. The security of ALWadHA will be investigated using WSN testbed [20, 21] and real sensor nodes [22] to emphasise the simulation results.
